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(54) DEFENSIVE METHOD AND APPARATUS AGAINST DISABIUTY-OF- SERVICE ATTACK, 
AND COMPUTER PROGRAM THEREFOR 

(57)Abstract: 

PROBLEM TO BE SOLVED: To provide a defensive 
method with which defense is made possible by 
detecting more kinds of attacks and the communication 
band of a network is prevented from being wasted by 
traffic caused by the attack. 

SOLUTION: In order to defense a computer 7000a of a 
person to be attacked, shields 7001b and 7001c 
distributed with a variable level number are located. 
Each of the shields analyzes a packet associated with 
the computer 7000a of the person to be attacked, 
narrows down the band of suspicious traffic by an 
examination and detects the attack. When the attack is 
detected, each shield transfers the program of a probe 
toward the upstream of the attack. When the packet of 
the attack is found out, a probe 7001 e discards the 
packet and transfers the program of the probe toward 
the further upstream side. 
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[0 0 14] ^^giPlfi, Ki8PW*3>t?a-^* 

■9-- trx^flgJc5£^A> b W»f § fziboMWi \k0)!tm* 

■jiut^y-n vMtf%\nT*&iT, mtwmm^y 
tr a - 7 w t jfi^Mf, HSifl-efc s t c % o«swa!{. ias 
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P y If a - % \C 6 ftUOijfif,!/ ^ ~y F T* 35 5 1 >Jng 

Min^tlllii/^-y F^fc^ftfcfciXI-Sii t 
fc t , iffl,ltf>W«y!©tf 3ft "l&iflH, !> ^7 y F jbWJtitc iw 
.kiWfflfl * 3 > If a - * ic m 5 #<£©)M |y S7 -y F T* 

[oo 1 5] src, ^lutosz-^KMiamtt, mai 
^oMm^^riu^mmm^x, m-tivm/^t-z 10 

©ill i: ffiWdn ytflfll i: *tt«"r 5 c ii fc J; SfflMfcrto 
[0 0 16] Sft, *58l»]tt, KfflWftaVfcTa-** 

■9-- if ^flg*v^^ww-rsfctoowffli/jf£o«af | i* 

^737P-7'M,!^[ftT£>oT, FiMf.^ift 
2*3— F fc'Jlgt j ? & ctlck^T, "1 ,I£7p - 7M 

LT f ]u,!d7°P-7"7°P 9=7 Uu~- K*)2&{,! U fl-flrWtt 
Si -ii£WI!U*1i©/<y-y Ftf^lSftftV^JiftfcanuAI 
yn-77ny7i»3- KOftyi*» r 2 -££7^-7" 
ifif&Di&Jffc'Jfcf rT S C t~?%>i><DX*$>2> a 
[0 0 1 7] ^fyjW^P-^itfii,!^^ 1 ^, fju.ld 

p > tf a - £ © 7 K U X T* £ & ilS I, ?^7 -y F £fi8 30 
KU "iSEM^^^-y F©Muc7 FUXtf ffeWSti 
fc&&jt<T>7 YlsXtM -7&3J^tctr'1,M,!^7 
•y F FT'&Sfc'flJ&U ^©ffi©& l ,ttc 

ir'i^MH.iv^r-y F F-e(i&^i7FiJ&f 

set fct5toT**5. 

[0 0 18] ^IWO^ , D-rM{,l«i«tt, iVi.fd 

Muc7 F UXO'M < fcivf ftfr -/jj^iVJ.idKfWjW 
gipytfa-#©7 F^XTfc£ji{,!^7-y F*W!4E 
U a) M !^M)l!^7-y h©^i!;c7 FUX^l'toW?. 40 
tlf:W;cO;'Kl/X ill..] -?-&64„ l fr, X«, b) "1 
W -y F (D'&{ \jc7 F UX^ijij.idWWW^P > if 
a — £©7 FUX7£oTllo7,&]jIH,^7-y FcDy'iift 
7 F I'Xtf fi0.kl#^c7 F bX«7'P- 
UX-pfcSJWft, {Ctt, M i,M?/^7-y hfj^W^T- 
•y H'PfeSfc'PJiirU l-.y a ) &&W± l:,!db) ©t^-f 

7 «y h T* ti 4 v> fijjfc -T § c i: * im t ■? Z> & ot S 

[0019] sft, y^^giyjti. wmm^yva.-** so 
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^fr1-§i{fif,f^i. ¥ JT-SoT, ^-y h y-^iJ/j^^m-r 
Sli^^'V F^M^-TS^m^^-y iVlrid 
iif.'P^ -y h t « UTflU»l*JSfe(S-f P > b° a - * 7P 7 
vhomim'i i o 7 * 7 -r 7"^ -y h 7 - ^ 'i£t rStiSfflJ 

tt$>lC, ljfj,!d7*7V7**-y hy-^'JUffSIffiflUtfe 
It 5 iiu ,!d P > tf a - £ 7 p 7 5 A <D JaflB© tLTVi 

il, (Pj,ld77-7V7**-y FV-^'^ff^liT-iitf-r^ 
fc to © P > k° a - ^ 7° P 7 7 A % ftStOMf, ] l?i t<OMZ' 

Uj&t %>mm%'< t o 7p f'y ums&mfc t z\mx & 

0, n5,y7yf^^7 h7-7'7^f«l>i;5lUi, p>^ 

a-^7°py9A^,!dta-r^p- KikHflflPfc, d©p- 

F,!d1)2i^t AitftS tifc p > t? a - ^ 7°p ^"5 Utti&)\\\ 
LX-MUtZa- F-Jii?fiSl^^feUTfeO. iiu,!dP- F 
3dta«t{i, fm-r^iMffy^-y KD»rr*trV\ 
v>rr©l, L i^> f!u,!di£QU^7>y h^x^©i£fi^^7'y FT' 
£ § nffttfefc: C T iiij,!dica{, !^7h©^7/;^t 
Sfcfcttc, "'i^jffif.fy^'y h»ii(cxi(^wii|if, : i/^7 
■y hT-fe54, i rV^{± M lMii!irf^7-y F^fiSJg-rsm!* 
p > If a - # f 2 •£ § -> - ;!/ F * iy a - ;l/ il , $ ijfl 
1"S)!BI, ; ;^7'y h«>«rb, J tOtt* ,, iiSffl{,?/^'y F 

Wm\iwmv4k=i y if a- z \c m %w%<omi\>*>>r y 

F T?fc*4iftfi: M i ,^Mif, -y F ^fJJc«7 5 Mf f P.% p 
>ea-^^^f$^§7p-7"^>>a-;l/i:, f pj,ld7 
P-7*-t ^a-;l/<7)5Pi!£P > ^ a-^^'iit f Lfett 
**«Mf,i^'ir«y F*Hio^ofcHjrft, f'ldw7 

§ iiDf, MLTMiAtZ JftflB* p > if a - * Jc'Jlif r 

$ € s r i iimmi, frit^-iit, - 7^ 7~ a 

p > tf a - ^ WM f L fc^ili, A^oiifii, \ 
A7 -y F *'/rrAi£B*IIU«*? LTUo^ P> 4 o /c^rVt N 
I'l dOT*D 77 A p - F^?i'iM2^5^f'l!^ p > tf a - 
Zlc'jiUZ I'l d^HMt^a-zI/fc^ft < ii t .kits 
2 nT V ^3 C il tt il t % Mi \V< IHV & § , 
[0020] $/7 ^Jgiyjli, ^S(©Mif,ii!jii v »cj:oT 
tt f }/jX^n^ ^ -y F 7-^ tffitt^nfcWWWfta > tf a 

_ ^ tr x^flgj&v^ b wcp-r s tztbomwimo) 

fflil* P > If a - * K'Jlif f S P > f a - ^ 7p 77 
ATfeoT, IJIJ W* P > If a - ^ K. hi fc ifi^iflOf, i 
5fii«T*fcS il ^*©iaWilllf.^!!'t*^»iR > Mflfliti:JA'^ 

i^fc^m-rsifliU/^ -y f ttimtzmmpm f t\ 

c ©WrJUi'P.Ol.lJHtlc; 'LlSjflif, 1^7 >y F ^ii5,!dli/j 
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mtik? y tf a. - * ic *rr s #*©iflH, iv^ -y f t& § 

nJflgrtf-^tT^^ilfif.iv^ «y F 0«Jtffi*iftii£ LT C 
©{£7t/i£ tc £ L T "i Wyh* fcj* ft fc fei^T § 
t: t tc, iW,W^>rrfflfl!0«i»i ,| 1iSiflH.!^^ v htm'M 
lc imdWmm p y tf a - ? fc ik^oym. W -y 

hT'&zctwniiLtiiiifiicir'iimttWv f*« 

[0 0 2 1 ] ffi*©Mi3S!«fc«fc-3T 

«wi?hs*'y hy-ticmfc-ztitcwmm^yViL 10 

- If 7. ffi^f/j^ P> BWPt § fztb WW /]'&<£> 

>m^^y^=L-^{cmit j ±^^y^^-^-fu^^ 

"l&itfif.i^* -v F WMA2KiW«*3 y t° a-^fc^-r 5 

ttJ8r*kfcfefc*6K«%cfc)ttvMll!loi»«t-Sififi{,i 
JSiWcfl L T m i,&p y tf a - X 7°p y ? A iW^Ii'i 

j^fi-fc t± "1 & ^ y e =l - # y p 9 =7 r $ -e § 7° p 

[0 0 2 2] *5liy]ti, k,id©pytfn-X7P 
^"vAfcfe^T, iwAl^a-riiaflfcfei/^Tttx '*ift7 

f.W-y F£fili&L, "USMA'^y hnmibcT FU 
xtf r'WStifc#*/ii©7 KUXfcM -T&^frfc 
ti %l i,i»iv^>y FT&3 t'N&L, 

li 41 *t n&tZ> fflfll* 3 y if a - * -Jltf f $ -a- 5 fe © 
T*S„ 30 
[0 0 2 3] £/c, *v"PJ]ti, h.u'OPytfa-xT'P 

FUX&£lWijMift7 HUX»'>4< fcfci^-fnfr - 
/jj^iWn'tlWWWfta y (f a-^<D7 F UXT&SiiS^ 
£fitjtt!L, a ) "i#uiSH,?>*5r -y h OiJgf,l/c7 F U 

Xii, b) ,| 1«iflK,i/<*-'y h^.i/cTFUX^ijij.fdR/i 
fflMUl 3 > k° a - X © 7 F U X T' -3 T I io M 1 7 > 
^7 h ©Mift;7 F UX/jNiu,i f dX5(^7i:7 F UX©7"P- F 
+-VXF7F^XT^5MJ^ tcti, "l&ififif.f/Vir-y F 40 

-y FTftStTO^L, l:,Wa) fcSWi \: 
,ldb) ©i^tUckm L&i^Klcir l 'u&MiA'^v 
F ttJUcUO/ ^ <y F Tfi&t^ i: |iJJi£f § #PP7ar 3 y b° a 
-XtC^r£-£5&©T&?>„ 
[0 0 2 4] 

[1im<D'Mtfo<DB1B'] &L K, Wifii*l*!KiLC©58iJIJ« - 
^MMsto^TJWj-f So W 1 (is *'JSJiiBffitf 

jflH.i*-y F"7-*tt, &«W>)flH I ?3$il r t7 0 0 l tcfc^T 
ffiKSnn^. * LT, iflH,H£i!?7 0 0 1 fcti 1 fTS 50 
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fcttUHBtfwa— <f<Dpytf jl-^ 700 o*4SK-ra 

C^^'Tt^i^ic^oTl^o a— 9*»3>t!a— * 
7 0 0 O+II'LfiSlTM.'iT'-^^O i^fctf^tai. 
j^f,f;u»3— tf'coaykfa-X 7 0 0 0 jW2£{,ibfc/*5r 
■y F«iflliU*-y F7-<7 ko^/-Hfcf4!?l-rsai{,?3fi 
\?i 7 0 0 1 ^W^fciS-r §^ii(cJ:0, W^7^ 
Jfejfcoa— tfcOPytfa-^7 0 0 0tcAji»S,fcafJ:-r 

[0025] afiitjfiifioMriifco^TSinii-rSo 

M2tt, ^/M^itci^iflQl,!^^? 0 0 1 <Drtft©«| 
^/j'st^0 7 7WT'fe§„ M2{C/ ] <;-r t fc5{c, 3ifi'^ 
117 0 0 1 a, ^7h7-^ (MU«0 ^lllLTffiW 
Mi s*Ml$> Z> \i Hi 3 y tf a - 2 b J'lJ/f L itfif -v 
F*«lffiraSim/^-y FM^;'f7 5 3 1 4:, *"JW^^ 

•y Ff«l$ 7 5 2 1 (CctoTM^Sn/ciflif.iV^-y h£ 
$i^-r5fcfc(DiLU l P.^ff9fcmu i !.!^7 5 2 1 t. Wft 

\m Htt % t ? x m~6 l rzttw m (*a-) 

*ifl^Siii:JcJ:oT^7XWo3aif I ?fiJtt*aiiJWrs^ 
5X^-XOW^tfy'iJMWf|57 5 3 2 il, ilO^^X^ 
-XOW^!rWffliiai5 7 5 3 2fr&tlly'jSftfc/*5r'y h 

^ffitDMf, § vh± p y t: a - ^ t $ij^-r § fc*tc 

^7F7-ytH!ljtS^7-7 FiX|li«7 5 3 3 
x.TV^„ 

[0 0 2 6] ?btc, iflK,?aiW7 0 0 Hi, 7>7"r-<7 
*y 510t, 7P^AfcuBPP. 

i'f|57 5 4 Ot*mZ-T^Z> 0 7^fY7"*7 K7-^'JU 
ffia«l7 5 1 Oti, IciSWifcO^^r-y F {c W LT^illt 

a, xpx"7A3-F^,idtar^p-F,idt^7 s 1 2 

i:^©p-F,ytS;'f 7 5 l 2^b,bc*;i',L/c7°a^ v7, 
P-F^'Jif;-r§P-F"Jifri"fl5 7 5 1 1 i^fLT^ 
5„ ypy^Air^Mf'fii^? 5 4 Oti, *-yh7-^^ 
J>LT, 7yf^7'^7 hV-X'iitf^7 5 1 OV'M 

LfcD, mmoTMiAWi \:~Z'M'uZ#2>rctbo)7u? 
<y AP- K*flfi»M{, ?5Si«t W LTj^f, f L /c 0 "T 5 1 <D 
Tfc^o 

[0 0 2 7] 7yrY7^y F r J~?'M'uWtii7 5 1 0 

rt©3-K,rinefflJ7 5 1 2 tcii, ddo szwwmt 

% tcibo) D D o S ^Wi^7°P y 5 A*,yta-r 5 £ t 
T*#S<fc5k:a-3TV>5 0 COD Do S#W/8il7°Py 
5 A ti , -b > +)■ — t is a - ;1/ -> - ;!/ F V a — ;1/ 7° 
P - 7"T y a - >V 1 1' ] Li^ n j!ii><f, it a —/]/ £ I'l LiHIM 
t^'a-il/i: *^-A.T*v > 5 „ -b y^t- * -y"a-;Wi ^l^ 
Mf,fiJjH v fici ; i|/f-r 7^ -y h *«j|>?W»c Wrf 5 C 
t(cJ;D, D D o S^OitSf.fF-7 7-r 'yy^LoT 

v ^5 ^ if o fr%®m-?% i f 5 o y-;U F t y' a 
-;Wi, -by^-^ya-^tctsWr^cAtot, 
DDo S&^WififiU^'j/ F^ffi^LfcO, ilBf,'7^-y 
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4i+&o yn-ytya-iWt DDo SJSrtfcWfcfilS 
nitric, «fc t) \-M<DMi'm\mc^r, oSOiO 
ft V j cfcifiv HUH <oM, B£ ifl fc^t © fc «> ©fflffl* 

DDo Sft^n^AP-Fl'l^S^ti^© -ffitf} 

*tei2S-r*«ifi*'fi-rSo rid?iiM ; e^a-;wi, dd 
o s «vo h 7 7 * -y ?t>mtfizn%^mmw,m\\\) 10 

W l:**>ILfc*Bftf<:, D D o S ftWiW^O 

[0 0 2 8] ;Wc, t©3ffi{ l i55in7 o o i tmWrv 

©Jfr 5. m\ L fciflif, P ^ -y h ti£'J^ ftg&lffl: 7 5 20 
3 1 t«fcoT«iffiStl, fejiMflttr.7 5 3 1 \cmzti 
So feiM!'i|!7 5 3 1 ti, MWWv F©'y'iift7 Kb 

X©f$5f/0J«yfl$P7 5 3 2£iBWft\ 

{,?/*5r-y F^7^fyn7b7-^'^ffi7 5 1 0 

AifOjptWVV MfitttaiM/^v b^y-^X^-X?) 
tr^r^Mf'Bi'ft? 5 3 2(C^T*\ iWn'dOJ^t^tlff 
DDo SWoMl/^y h^fcSfcJgMSftfcJttftft 

S„ ^7X^-7.£DW%t;y'iMfli^7 5 3 2{C$£tlfc 

DlHSn, '*5r-y hiXHiffl57 5 3 3tcj&£ftSo /^-y 
h^flii'i|57 5 3 3tt, Mfiv^-y h£*>y I:© 

[0029] ^t, l-.^bfcirQj.i^^in-] i.-^tfljwftytcib 

fit &£ tick*) *v b7-^1>{*£ifljLTDD o S* 

icfci^T, f?i)7 000 aiiMf^onye^-^T 

feS. Sft*£yi©nytfa-£7 0 0 l a £&S"Jfi£fi-: 

tffe5©{±, fyiJxif, tff,&7i7+>--i' h©-9-- 

tfa — ^fcifTfet), COnytfa-^ 7 0 0 0 a/j^D 

D 0 s ft**Sttfc i: $ mWffl© L < < , 3: fc, 
7 0 0 l a -~ 7 0 0 I e(±, ZftZtl^-v F7-yWj 

&<o, M2*mxM»)]LtcMimn7 0 0 1 t4ti M i-r 
s&©t&s„ 

[0 0 3 0] CtlP.©ilfiii^ir v i (7 0 01a-7 0 01 50 
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c) <Do*>, m\mm 0 0 l ats, M&WI'W^yt: 0 
a-y7 0 00 a(c n'lfi^c Bflgf 3 fe ©T'& 9 , o £ D 
Mf^nyt'a-^ 7 0 0 0 att^Sit*7 b7 
- ? ^©f&.U i: 4 S t © T' h *) , C © ct 5 ftfit iflf tit© 

ifljuasw* r«sw (edge) jflif.i^Kj ms'tict 

So ■?" LTx ^©twWisSf.f^^^WWR^cfcLT©^ 
JPJ, o$ 0 c©|S/jp©L < &1i{b%1»m+&\*&£ LT 
©fil»J*3fifc-ro 0 0 1 b43«fctf 7 0 

0 l c (->-;!/ FifliUaAiii'O tt, IWWffi'focfrfcofif'ft 
W^ti^'i F 97 ^-y^^fi-f DDo 
S &<£©${, i/^r-y hfcSMrtS&i?, ->-/]/ Kfcl/T 
©fiWJSJUfc-r. $fc, M{,?«i!?7 0 0 1 e (7n-7 

[0 0 3 1] ^{.HfiWO, WWffi^c, F, *3 

;l/FP^;l/©>^T'$.S 0 ^-;l/FU^;l/i: 

WaHfi^ycj^ftUT, *-y h7-^©y%iK©iifi{,5 
S5!R©««E©S« TfeS„ [x|3{C/j;LT^S*tf 

F r2j tc.r^^nr^sfc 
WWm^cOM{.i«i«7 0 0 1 afr&UT l KM© 
Mfi!3fi!?i7 001bfe«fct?2©| |OMI,?lfi?l7 0 0 1 c 
S/-;l/ Fw^iJ^^/c-To M 3 F 

^7 0 0 0 a ^> A t l^^t (± y-^ 

F < ^s «fc 3 fcMWfc^iyrs u ii^Tt 

So Sfc, KiWm^ctt. KW^;c*^^StiiiD 

iifif.^iH i-.?-$$rf sirr©^-/!/ Kt^a— 

>|«© J/-;!/ F t J? a -;l/©i/jjt^{v il:^-&S c £ fe "P t 

So 

[0 0 3 2] ftig-rs«fc5fc:, /l/HtS/a— ;W±ft 
i£0f,?^i. ¥ J (7001b, 7001c) l:T*, IMuWM 

ft £ Mifmmfotio) 2 o© ^ >r 7««5ft^ / 5 & 

W± ->-^ F t ^* a - «fc o T^j^Wtc WW 
•fSCil^T-fSo L^Lftft^, flfiWJKVWt'fcttx 
H7-^^Mco^d©x-^^>rr-rSJi 

[0033] ^MtiBmcxzwrnz^-y fv— ^ta 

CifiQf. ih77y77) oxt7 7 J ->3 7h x- # *JKW 

l. c 0x7" -y 3 -y h T-?icm,mmm%mt n 

£\c£.->T, il-^m^cfcltS^-y h7-^»tltf- 
?£UW*-fSo |i/j^>r-m©a>h°a 
-^©fiiilll IWSlctSCT^-y hy— XiiJclHftaWM 
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[0034] waKT'ffijar-^wj^nsi:, *o 

(77^Att;frV.'5^) £i^ofcfc£>T3o t A ;icD<£:-9ft 
7 H UX ck o Till i'/u7 F U X L fc/ <y h £ 

7 f ;!/ * U > y©/l/-;l^^T <d F fc W LT5H r 

[0 0 3 5] ^IC i^—Jl F (M 3 tCfe^SiEOf.^ifi 7 
o o i bt>«fctf 7 o o i ctfiKfcrflttPJ) ©UWftftM 

K&H-StrCVSo ftMimin kiC&^T, iz-^F^e 20 
7 a WWW* t: 4 o T v ^ n 7 tf a - * fc injtt 

XliOilfiii7KUX (I P7F7X) ^it*/^7h§ 
k 'J # - L T 7 * x >r 7* -y k 7- * *JUf rfillft I :© W 

^CD7n ^71,3- K*"ftfHl"r C t IC X -o X njfjg t ft 
5„ tot, »>— /l/KtS'a — ;UOi&JWli, ^->*a- 
^O/^jilfciy-r^-r^TcDiiSf.f/^'y Mc&^c i: fc 

ft So 

[0 0 3 63 M4l±. S/-/l/F^7a-;WC<fcSjifi{,?/<; 30 
7 <y h©^7Xi>»fiD«lfl!©«5S*/j*N-r««|s<l"Pft*o 
M/jVT § «t 9 tc , F € -7 a Wi!W<£ t ft S 

MiV^-y Hi, *>y h7-7fJfrP>A/"M>'*7x- 

x^fi-L-rsim-f s fc, • 1 1. A)M%'umcAftt>t\, 

X©tt5fr(WP.itf7 5 3 2ti, [li/j (*7h7-^'\ 

3-3<Dtt5fi0J*<fjLTl^So t LT, ^7X^-X<D 
ftf ^ f tfiJSPB ,U5 7 5 3 2 It , 7t7-'C7*"jY r J~-t% 
Vr&gLl 5 1 0 l:T-^fj-r-5^-;l/Ft7a-;l/tcij;o 40 
T y&fc $ ti fc ^ 7 x fc l; fz Vi % \ m fc Mi, \ > < 7 >y k * 

UMTS- 

[0 0 3 7] ftflfif.Hfiitt kTSift-rs^-^HtS/'a- 
;K±, )Mfk77^ y7£77X}jiJfctf#iTS?7Xy> 

JfiSf. !> ^yh^DDoS ftVOiJI* k77^-y^^ft-r 
fc ©TfcSfit4^;Ri6£ C fc We t S J: -5 1 ft o TV> 

5o fit> ddo SJ^^T^Si'jffgrfe^ifcjt.!";;^;'^ 
tKtSEi/^-y k^ ■D*t)Wt6J*3H/^vXOifl3 50 
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f,?^7-yk(i, coffiv ^^*f "t3 ? f ^"U ( rffij ) (c 

AS £ 9 fCffiitSn, ^ 7X^-Xc0t'f fy"iJ5afli^ 7 
5 3 2 t^^tlSo Kfifc, D D o S J?rt«-efeS '"Jfiiffe^ 
WtffiV\WcJ^T5iI-:'/;?ftjlfi^-^7-y Mi, Wt«Jt 
Jffo^vW^trW ( r j ) fcA3J:5tctfi/i-;£ft«c 
l!t)b$(D/i£f!-^A^t'iri]077XOiifif,iv^.y hit, tit 

Jtltttf r>l'J ©W^f/M»cA5<J:5k:mii£*tiS. 
[0 0 3 8] y-il/Ftya-W 5 , kAiWA^Ki^v 

0, ^O2O««(iiftWC)tl5 0 jiS l«i, fJffltt 

f, ! k 7 7 >r 'y ^ *Wi S9 W* «3>bfa-^K:SJiSLt< 
<-TS 7j'T\ il-:i;?T*a5SnJflgtt.<D,!'5^iffiUFv7-r -y 

^ *WffiW*<D a > b° a - ^ I" S iijflgtfe* 46 5 

dfcjb^tS^T'feSo oSO, ^t>Lt/^j£fi{,!k77^ 
y^oM^WA, [li'tfftiiEi k 77^ -y ^<Ofif«*« 

in-r zfctb(D7)i>3 u XAtc «t <3 ^Dcttk ii-:«n* 'j-x. 

[0 0 3 9] ^Afi'ffitfcv^TD D o S &1?cDMi{ t ; ;^7 
•y F^feS^ff^* '.fiflW^t-iJWLTMflLTt^cWfc 
it^S t. V.AXD 2 -3<DjE(liHttlWffll©/j?i;*>:*Hfc:iS(fi 
fStOTfeSk.US,, Hftft^lf, )Bj?itB$©i[fif,!h 
7 7 >r <y ^ cfc 0 fe lAt I'ii&Sifljf, ih77y7^A> 

MttlTV^fctfc, ^oyMi'^h^y^y^t^DD o s& 
^(C J: o T'J I Sr&il $ nTl^S $><nT$> 5 ©*\ ik'^ft 
Mf,!<0 iittffc S fc S tf - ^*€f 1 (O 

A^WHiJ-r 5 « H . »ll*fifc: ! ;7 5 l,".jJST*{i ft t ^ 5> T*& 

So sfc, fckx.D d o ssmsc fc^«ffi*nfc 

MFT?*-3Tt, DDo SJ^^tCfcSjJt/K/^-y kk 
ik M 1ftMi{,^7'y h fc^^vM.fjKffe^ijij-rs c ktiW 
Sifi> P> Tfe S o o $ 0 , i K'tfftilfif, W-yhiTt ^ 
/iti S tc < < ft 5 k I ^ - 7 WMtf 5 fc i6(c It , 

©T*feS«tOfc, &VOMf,?/<^r*y kT-feSi'ffiffe (ffi 
40 nili-rSfc«T-&S(S9^ i ?-^Lv>i:v^S <) ^k 

[0 0 4 0] 7-;kF-t7'a-;H^]©riu 1 id^7X^^ 

/i^«29«?^^)^n 3 IMurWiVkftlt. Vi 
mic^frflcVrhftZtfitiXfoK), ZnZtio&tn 
,?WJft^7 / — * tc J,to\ >T «ii|i'f ^7 >y k K W L 

li, l!f,'i^7-y k©jLXj,!;i:7FUXWiJ;t7FLzX, ^ 
■v7' (U^Wtclil P'N-y^ftH) tftStiSiffi{,?^D 
kn;H.©^7^— ? s Mi'P^y kM^ ^t>t°— kfR 
IJ-, ICMP W>^'vh-3yhn-;b-^7t 
-7-7Pka;P) ^^Xftit'T&S,, 
[0 0 4 I] 0Jjllf, |i/JW«^©3>b°a-^rj^x7 
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F«^-^7£5i^fcf3:, ZoWMW&o^yZ 
a — ^j^ffiOn^kTa — ^KWLT l~p i ngj 
jJSf,J-r*c4:t±at^A, v-;FF(i, *<z>Wffli*Mft© 

Pytfa-2fc|rWfc£-r70« I CMP^y> (x 
^MI'vuWtf-F^J-tf 7T&3UDP (a 
-+T • r-if^i, • 7p F 3;W 2\ <-fc 

m%Momnvw t lt«. 2$M/n7 f ux t^jtr f 

/^•vHi, ^oDTFUX^i-r^nytTa-^^iiSf,!' 10 

F^^f,!©;!/-^!^ C 
5£>T\ ;l/F&£©<Jc5&)flH,i^7-y F£r1rrfK*K 

[0 0 4 2] MffifflMfcrtli* :U3!Sti:tt-3^T?jfrftS 
8Wt T* $ 0 , ->-;l/ F fc .fc o T .ntt* Sftfcn^r^;!/ 

T-fMt. Mft£^!li73fc&fcJ|]^6*l37-#fcL 

[0 0 4 3] fflWttrtOAlfWHKO^TiiHWr 20 

/*5r-y F*mcMfc?fiALT< £fc£fc, ^©mfceWUB 

Si&<DJiA*tM X©MH, i><* -y F 5 SNIlIfciSo T»t£ 
MfcjrftA LTtfcJ&frfc&fcfcfi. ->-;b Kti*<t>i2${,? 

W\ jvi;7 FUXfrP.OliP^7 F* rffij {g 

^ytf©m;jt* , 5tfWKAna«fc'5 tts. $2 ©umm 

«, t^onyifa-^wfij^/^y Ffc^wnyt" 
EC©$JfJ«iXlHlll]a)J±*li, nyt°a-^ (yXf 

©WHifi* £ 7L Tc^lc'M'B fc fr&T c fc#T t 
5„ lMififc h"WW%r'i6«lAl£LT*fr, SW'f • 40 

I-' h ■] o fcHJ ft fc WW fc 7 cfc 9 fc L T t Jit \ 

[0 0 4 4] iXi 3 col^MU. W,Wry b<Dj&{,bi7 

itdfiv^^r-y K0iXU/c7 KUXOMliStf -'aL'LTI^ 

xoi&a&wrfrtisfca, asf,wc7 Kux©tf sotis 
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m<Vfrc. &**tim-r*ci:tft?*S. 1*15 (a) feci; 
If (b) tt, ZtiftiMbL I P7KUX<D$Mi«»d£ 
,F77777£;S>„ M5 (a) li iHf{?H$ WSMiff L 
TfcO, M (b) liDDo SJ&V£3tt"rv3 
MH&/j*LT*»), ^fl^Wittte I P 7 F UX V Kffill 
liiflH, h£>|ll&M» (&5W±IHJW*iKn*fcii 
l\> ^Ltl>5„ 1*15 (a) twKf«fc5fc, iHfif«$fc 
fi, ! Mfii£«0 / >Sl'0^filVi:7 FPX«iifif, ; ;^7-y F«*« 
[HM»I»#4K , flil«i^f,bi:7 F UX<?7flH,{^7'y F« 

1 1 i 3ih >i mt 'p% -a 7c t> -if p t & -a fc t> -r s a h> Wiii 

LTM5 (b) K/j«-r<fc^K, DDo SJ5iWfft>nT 

HUHM»tf£v\. IHM»I»<0^Mi*M P7FU 

[0045] Z.o^^ts.=,y ^Atfe*»ffiftfctt 5 /j71< 
^liHJJfSo ^t-:T^-r^T« i P7Kl/70ft*ki: 

7So i #1 1 ( 1 S i rS k ) <K> I P 7 F UX^fllfWMlij 

IIH't'tWJfi^tiS i SI IOIHJMI»I»c ( i ) * JWJT 

«3<o LT, ttftB*K:irr'Al£lWIIH'l»K*Jjl85t i #| |« I 

P7FUX3bVHSiLfcM»o (i) 4WT6<. 

T> T^T<DI P7 FUXicot>T, 

d (i) = ( (o (i) -c (i) ) " 2) /c (i) 

£,i4P U 1 ^ i ^kT'fe«t^TO i tcoi^T»d 

[0 0 4 6] W l:,i5JllJ|Lfc3^B'i»U^lJ«{t!lfCt, M 
U^-Jr-v hii"^, TTL (Time-To-I.ive ) fift'^iftS^ 

T li£^^^W', ! inc ,i , St^4 l M«: HStftMl-T S C J: 
ot« DDo SX^^/t>nTl^^fc^A^^f*t-r^ 

[0 0 4 7] N 3 fc/j< Lfccfc -5 fc, K*ffi»<OM 
f,^i. v ifcy>ifi(^-t+^ C fcfc<t 0 , ^« 2 owa^Wib 
nSo JB 1 »«bJW4^ DDoS < ft 

•3 , W'/H^ilSf, Ib77-fy* WtttiJIl^^ d (3 fc < < 7 5 
C fc ^TtSiUTfeSo sfi 2 «#jjm, itfif, f h77Y7 

[0 0 4 8] ^t, 7P-7' (W3tfeWSilfif,?ifilft7 
0 0 1 e ^iUfc-TMJ) «AU*M4ififflrt? ! *fcO^T l ra 

T'j 1 1 feic ^ ns ^ - ^*W'j^t-r s c fc * 1 1 w fc l 

T, ^-^F^IIJv^cKSilWIJ^fc, SP>fc7p-7«r 
JHv^So ijijj^cfcofcv-^Ftf rgi -gii^j 
8MPJ**fc'4-«t7fc:.i5t.^snTv^fc«tWLT, 7p- 
7ti, Fb-x/vy^feJ;^ rjn '.KKj wi'tfcwffl 
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t *3 v ^ t iisf, ;/ tfffi'M \c mm m± 3 > t° a - ? ic 

{<:, KififiU*£W«fc t>#^cM^fltiJo|i$$-f S 
ifiH,-i»i!?fc:W Ltya-yyn ^An- h°*mi,l? S 

£ fc, iju,!d7°P-7"7°P ^7A3- F*3f.? L/c7°P- 
^jflW.HfiBW, M 1,i£7°P-7"7°P ^An- F*'i£f rT 
§ e: 4: fc «fe M 1^7°p-7"jifi{ 1 i'^!. ¥ i(i:fim-r^iifi{,!' 
/^r>y F£WrU J t©«!tt M 1fiulfif.i^'5ry FtfB&fflW 
^3yk°a-*tcWiTS*^OjjM7^-y FT&S^ff 10 
tc it "1 J&iE ■ / <y y f 3 i: t> S 5 

icm MJB<oBW*rr siflH. miwc « l t nhii t'p-tvp 

?*^A3-F£M?U WrO*,',!!* ■'/i£H$|IU*VO^'5r 
■y htfm\\l£ti&i ^ ft £ a if u rid 7° a - 7 7°p 7' ^ A 3 

So 

[0 0 4 9] fcMtMBmoWmo) KWDDoS 
£fi£,lSLT, <fcSiU* F 77 -f -y **>'£»BKNlik 

1 5 c £ fcifcfc L fcJJJft fc 14, 7°p - 7'^y< F v 7 -r 

•y 7 O/cfC ifafr o T j£ 0 jA£ tiS o 1 1 fljti&<D 2 "O 20 

kifiTflllk-f SC^t^oT, *>y F7-7©W£'> 
LTfe^<fi^ttf SC hT'feSo Sfc, SJS2fiDHWtt, 

So o07°P-7'&3;fc, 7^r-<n7h7-^«7 
^7 L Y7'3-Fi:LT'iifi 1 !*nTi^„ 0*19, 7°p- 

>f,g i: b f! t o 2 oOTfyW) D D o S JSrtSK tt/ST? #5 30 
«fc 5 fc, 7"u-7tya-ib«7;l/3'J XA^&M'ILT 

l^So 

[0 0 5 0] £ -T, A fJ© D D o S J&<JtK"3^T,MiPJ-r 
So W 6 {4, A 'WO D D o S ftf^/jitlWNTS^. 
coA'^otrVI/Tte, vx7— (J&^/uOPi/tfa — 
7) fc, £OVX£-{c4.oTteA£tifcXb-7" (3 

tT a — £ {4 D D o S #^07°P 9=7 A£X U-7"3 > tf 
a. — 7fC7-y7°P — FT So LWX?-fcXI/-'7*h 

O|i'.]OiiJ0f,f*3>hP-;bh77Y>yi'^» , P^o L 40 
y tf a - * LTBAft mIO/^ -y F »> Otf 3„ 

c IWfc LT, xu-73y^a-^^?»M« 
o 3 y b? a - 7 fc*t LTiXSftSjflK, V W v F oy&i, \ji 
7 F UX<D{2M£#f ifrtiS C t U4 U4&S 0 
[0 0 5 1 ] ^fc, B'f'ODDo s Jic^ te: -o u > T Tsii nj J -T 
S 0 M lit, B f JO D D o S ^*/j5t«[lftNT'SS 0 
^x.(4 rsmurfj ^ iFragglc] *JIJl^fc D 
D o S ftSItt COB ^'-Uc rVS ftS „ B f?©JSt^«Wtai4 50 
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h7-^*)t]^TlMf, ; ;h^7^ '^OifHiSfr 

-73>h 0 i-^^WLTHi^lr^C fctcfcD, 
-7"P>b°a.-^t4 I CMPxp- 1 '&&rt*T'y h^UD 
h (XP— ) O/N^r-y h^V<o*>0^-y 
h7-^t<:WLT7"P-F++Xh-rs„ COhtH'V 
fi5i3-8*W^»; hOj£{,j7i:7 FUxafiiasnT 
*3»3, S&V^f03>lfa— FUX^jJf,!;i:7 F 
UXt LT^JtiT^So lot, ia-3S^^7 
h O 7" P - F + -V X h ft O * <y h 7 - ^7 1 C td 'fa f£ ft fz. t 
^T«3>k"a- ^ (i|-?"i^3— +f03>tfa — ^) 

> tf a - 9 tC W LtI3-)i;nW^ 

7C4o T«1fc'i? tlfc?Jt/J< h77^;y jWfeSrti ttO 3 
ytfa — c i:i:4So 

[0 0 5 2] :^IC, 7°P — 7 J; S lid ifd A '?-iO D D o S 
^-xOWfcOMf'I'idO^T^MJjtSo -Ifit, 25Sl> 
tooMlf.iv^.y hOiXf,iVc7 FbX^W^^nT^S 

T\ ttlWWttt, I^TOMU/^-y hOj^U;u7FUX 

5 nr v >5 fe o 4: ^ r> fti i. ¥ K c h t f S 0 
[ 0 0 5 3 ] W 8 14, A W<0 D D o S X^^(c ^-fSfc 
4607°p-7*07;1/3 U XA*,k!iELfe«ffil^ , a 
3-FT-SSo JxK, N8^#!!«L4^P.,i5iHJJ-rSo 

F t^a-;l/t «t oTfclMSftfc&lt F 7 -r -y 7 
OiJlf,!yu7FUX3b^» Tat t S r cj ICftWiZftT 
t>5o ^'JiM^itfc^Tt4, 7*fY^*7 F7-^7 
%UmX'%U^ft^T^7-^( 7*3- KttWAi£©»fr-fi 
ttt <fc o Tifr-fj $ n, ^h^iifr-f i fltlH-T S "T^TOMf, f 
^^yb^yMc mmt S C i: #T» t S «fc 9 1 * - V 7 
-YX*nTt^aci:*iM^fcLTv^ 0 tot, ftjflH,! 
i!e!. ¥ { l-.-ptt, 7°n-7-t^a-W , i^7'a-7 , €i;a 
-^©Jfr^'-fftiars^'ir -y F *-r^TAIi^LJPI!W* 

[0 0 5 4] M3fc:/j<Lfc«fc3t, ^-/U F©ififif.fS6ifl 
^P»X^- F LT, MW\ii&imM<\ ; Ezs3.-)l>oMm 

BMf Wfc 7°p - 7 1 ^ a - ;I/0«»^*Ki2S * nTt^ < „ 
M8tc /J <-r7°P-7' ; e-7i-;bOP-F14, %\tz.tz.J- 
F (Mf, i^|. v 0 u tc fijfl LT'iil / *MJH ftft 2 n 3 „ 
[0 0 5 5] £-fM8^/j<-r^3-FO 1 U\ Uctsi" 
T, 'IcS r e x p 1 o r e d J lci\i[ r f a 1 s e 

1 H/l l£T*o;U-7° (do-wh i l c) ft^rSn 
So |.»^3-F0 3^rlHcfet^T, fg|£[ r c a p t u 
rePacketByDest () J O^ftgtC.koT, 
Mf^)3>k°a-^f)7FUX (I P7FUX) * 

^r-y h»f-**«a (WiiSi*) r P j tWtt-TSo 1.(1 
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Mf?^7-y Wmi.btTVl'Ts (p. s r c) tfiwAig 
K r a t t S r cj ©{fit's LV*fc£|£, Oj^^h 
57^ 'y^O^fri/LT KICK'S L^&bt4\ 51:1 1:7 

p. 9 ? / 1 1 £ © j&wjy fsn5„ * s -pa vJWft 

14, 1 0 f i [ \<Z>M®. rreleasePacket 

(p) J wlltiot^pliiiiv^'y bm 'J-x£ 

n*. 0^i9fe^5t«illj{r;^[i v {(C|MjttT^(t',$n?)o 4 
fil lO«lP|fcfe^T«Vh77-f -y^OMU/^y FT* 
fcSfcm'iJSftfcJttftH:, |ii]«Htt3-K<D5?rll£*^ 10 
T, IffiTdiscard (p) J <D«flEf£:«t *). 

ftHKn- F© 7 fil !fr b 9 1 j| I^Mi'iUcfe^TJi, "1$ 

7- f u immtzs- YT°h-DT s v&y- f u kwl 

T 7° D - 7" t J/ a - ; 1/ £ ^ f , 5 L y c to 7 - F T* J 4 * </ 
o\ oS0-r^T«l:i(iiO/-Kv (ilfiUiSifl, 

[0 0 5 6] MflWtln- K© 1 1 til l<0*ft-jSt*l> 20 
T . F 7 7 >r -y 7 tfUofr b & i vyjflgtf jfrifcltf 111] 
fc!t>fc4 i rY{c(4, 2 til Ifrb l l f j| l$T?©/l'-7*fli 
WHiU l 2lrlH-fe^TI'lLin'jM^va-;l/«^t 
<toTI'Ji_l*?fI«S-&So -3*0, -H.7°P-7"£LT 
Mfl='*Sf}»6fe fcoo^oMf, i« WAV® kitootfiiflfc 
fci^USfttti* 7°P-7i: LT©fiNPJ*»;t3 0 

[0 0 5 7] W UttWLfc«fc5fc:, M 8 fC/Kb7c7;l/P 
U XAOI IWt4**/i:K:Jiifeittv^l[i««>MI{.f3fii«*Wo 
Will L, *©{4iflfc::l5^T>ft&jg£ h77^y 7£Pilll: 
?&ztx*&& 0 c*i£«fcoT\ KaftKJiMJoMf.i'^ 30 

m (i prKuxftH, iiE»wfn) ^^wii^/ct^;', 

[0 0 5 8] ^{C, ^"o— ■/tCtSiW.liiBflWDDo S 

tc, B'HODDoSftVt^TIi, A^7t (XU- 
7") frbiMv;®7c&tJ|]^bft3?-.>y F7— ^fcWLT 

LTi/^„ tz.?>t>\ mwofc*t)iH/'»^nfc*y fv 

- 7 1 C J;4 L T l ^ S a > t? a - 2 A » b ft J& 1*1' <0 3 7 t: a 

£*fcJ4, ftpyt 0 a-7©il : JU©}X{,i/L:7 KUX*Mft»l 
Snr^5„ H«, flJJWWKli, WMWfci&fcJI] 

i^bftfc^-y K7— ^icM-T^nytfa — 7«7 FUX 
Tat t S r cj fcJftWLTLS 3 fcfc, W8T 

/j<Lfc7;b:JyXA£f#oTt*siWDfc:fci/ v rii, 7p 

-7"t4ittte«fc46(c )|] l n b nfc * -y h V - 7 $ Lfri'iJ 

it-rat *»jt, oj^riw^^tsf) so 



tJIJH 2003-28357 1 
22 

K iff V ^ifll f, m \n^\ 7° P — 7*£ i£ <9 iA & C 14 T? £ ft V \, 
* C T\ B t!© D D o S ftVKlWiKf S7c46^7°D-7* 

[ 0 0 5 9 ] \"A 9 14 , B W<0 D D o S & % Tc 

bboyju- 7 0)7)1 u U X A^jd]^ L fc«ffl7°n 7" v A 

9 fc/H-rSfciya ^"7A3- FwWafi, 3 f il ! t 
4?fMO«yiK»*o M3-H0 3tfllTI4 % lldft T c 
apturcPackctAssociatcdWi t 
h 0 J ©«flEK<toT, *&Vfl<03>tra-*O7 

Fu^tijy-rsMf,!/^'y h*wite-rs. o^o, 

(4\ i2Sf,bi:7 FbXfeSV^14'4Ti;t7 FUX^V^tl^ 
^^Wa^tfa— ^«7 FUX^InJ -TS^JlTjf,!^ 
7-<y h*ffifi£fS« Sfc, |.ijn-F®4fill« i f &c 

miiviTVuxwrnt r a 1 1 s r cj icrfu^n 

7KUXT*-3TIL05iiJt7FUX*^a Tat t S r 
cj K«f*fiS*VCl^37 FUX»7n-F^tXh7 F 

StlTl^o fy'lJ^14\ fflfat [Srcj tWttStl 
Tl^ftf/LOI P7FUXi ? Tl 0 1. 10 2. 10 
3. 1 0 4 J T*&-3 7ci:#, r 1 0 1 . 102. 10 
3. 2 5 5J (4^®7'P-F* J rXh7FUX-r-35?)o 
4fillo i f >C^ft-x\-^:c«j;5^t«E-rsci:t 
«fct), »&1t/f»3ytri-*©7 Kl/Xrai;c7 F 
bXTfeoTIIoiflfcHOIl^bnTl^^-y h7— 7© 
7*a- F*+ X h 7 F UXhWXiT F UXtfeS J: 9 ft 
MH.iv^'yK -fft^^fk^u (N7EfcW5XU- 
7") fr5JfMM«fc&©**y F7-7EWLTiSbnTl> 
S {S3fi<0jffif, ^ -y h *fi6SIT 1 5 (I. >J 3 - F 5 \ i 1 1 <D 
®fl) 4;^(cft^i:i:ttc, S^tJ&^uKiCv^Mf,?^ 
imc 7n-7t ^ a j]g ») iitr c *^ t S Cl-d 3 
-K«6ffl l~9frl IWM) J:^Eft§„ 

[0 0 6 0] ft*5, '® TattSrcJ E^SnS 
XiC^yuW I P7 KUXti*tta®7 KUXTftoTfeiU 
v\ gfc, iffif,i^i^biffif,mi?K7a-7*^MT§ 
Otcff-oT, CWJ^^ul P7KU^Otijf«tjtt*nS 

[0 0 6 1 ] ftfc\ l:iE LfcHiflP© L < *3b«-T5fc 

{Sfii« 7 7 7 -r 7" * «y h V - 7 'Jcf ifiUfi^lB xTOSl 
t^'^R^n?>t5W7t4ftVv > O$0> t--yF7-7^ 
777^-7*7- KO**»^«UJtStlS«Tl4&<, 77 
7^7V-FtJ|:777Y7"7-F (777 Y 7"^ -y h 
y-^'Jiiti^i^iU-f i!fif,i^7 -y h w*wS«**f 
ilfif, !'^i.' , 't , « 7— F) jWfr LTl/^T t C «JWl> 
tcti, DDo S^|5;j1HJ7 0 p7"7Ap-F14, 777^ 
7*7- Ffll'l'.l/ijTfe^^n, 7 77^7*7- Ftfe^T 
oWMUZftZ* 7LT, 7'777Y7V-Fi4, HUc 



(13) 

23 

[0 0 6 2] ^(C, M 1 0~M 1 3*m\Lf£tft>, * 
'Mtii&mtf imfM £ L T v ^ 7 7 7 J 7 * v F 7 - 7 ©*JU 

[0 0 6 3] 1*1 1 0(4, iflrUi^i 7 0 0 1 OrtflfSOflMt 
^/K-T^n-y^^T^So Ml 0 »c,K-r «fc o jfl|{,iJ& 
Ifi 7 0 0 1 iarMM7 024a, 7024b, 702 
4c, 7 0 2 4 diMfifcSSftTfc*), jflH,?3£i?l7 0 0 1 
(4 eft h (omi W*k ft UT«46f 5 ffioilfif, !3Sifl cot!!] 

£ft, 5fiSf.!3fiH7 0 0 1 (Ct4, l;,i'i2(D^jlfif,it«7 0 2 4 
a~7 0 2 4 d(C*teL7c^777x-X;'C>7 0 2 3 a 
~7 0 2 3 d t, /^7-y h£$ij£-f 3Mfl£ff -5 ft&cD 
fc^M^!!'i|5 7 0 2 It ^7^7 H0*wSO|R©*KjX5feO 
M«*,liHa , rSfejJSJt7 L -y;I/7 0 2 2t, 777^7 
/%7-y F(C*tT5®ff£!r?fc&<D777'r 7*<v F7 

— 7'7f iBUlfi (Active Network Execution Knvironmen 
t) 7 0 1 0 fctf,8W-£ftTV3 0 ft&, 7^fY7* 

•y hv-t'MVimn o i o(4, ^i'iiuc, 777^73 

— F (7n 7770 Sfcfe03-K'J^ffffl57 0 20 
1 It, 777>f 73-F£,'dtSLTfc</ci6cD3-F 
■LMflffi5 7 0 1 2fc*fB*.TVSo ft*5, LCfTyf-f 
73- Ft (4, 77x^7-7 F7-7fC*5^T^7-y 
HcWT3mi)£tj9 3y^x-77n77A©3-F 

[0 0 6 4] CCT, mi o##MLfttf£>, c ©Mi? 

«i?i7 0 0 1 <Dmwi(DM'm mitZo m&t&teo 

KM.HSii'tfr 7 0 2 4 d^/TLT^77 FfcWf 
•T5 fc, ^y^7x-X;'i|!7 0 2 3 d^O^T-7 
5f,?LlKiXftlfl!ffl5 7 0 2 l feiSjfflfl!3P7 0 2 l 30 

(4, WZtlWrv hCD^yZ'lf/AlCttimZftTl^m 
i'vi, (source) 7 F V X £ 'y'ii)t (destination ) 7KU 
X i3 , S 6 ©7 K bX^- 1 L T 

fej^yt-f-7;l/,Idta.1|!7 0 2 2 fC.LMfl^nTl^SfciXJt 
7— 7/l^^M-f 5C tlcJcoT, ^©^7-y Ffct'5 

[0 0 6 5] ^7-y h^©*t«lli*t< ZMKHOmh 

t, ^©^7-y h**©*£to©iflK.iWlfc*Gi2 

©y^7-y F ic M LT7 ^ r ^ 7"3 - F«!JI] t^t » 
T?&S*Bftfc:l4, fcu^QW? 0 2 1 14, *0/*7-y h 
<£777^7"7--y h7-7'7l;l*Jfi7 0 1 OKWfo 7 
^f/7*7 F 7-77:^*^7 0 1 Ofcfcl^Tte, 3 
-F'iiffl'f 7 0 1 1 tf%0)/^>y h£3#Jfc>3, 7©/n 
7-y FidJr.JLT)iJtJ-r^t7^7Y7"3-F^3-F,!d 
1flffl5 7 0 1 2fr^&,MlLT'J(^rf 5c, ft*, 3-F'Ji 
ffSfS7 0 1 1(4, 7^T-f73- KfcUJf/LfctfiM!. & 
£!ft «ifY(c (i»iiJI t&7f;/^7h % iWfciWP. 

iti! 7021 (cm Lx\mm\AVi\n\ctt Lx$mtz> c £ 50 
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tfe§ 0 fe^^7-7;l/^#ML7c^iJi, ?OA7-7h 
(C777^73-F^)i/i3^1 i ^©$${t!l©$i^!i'i , (c 
fei^-rs^tfewra&SMKVfcti, fciWP.;tl$7 0 2 l 
(4, iimfe^7t(cW^L7c^777x-XW (7 0 2 
3a J f>7023b J f>702 3 cftff) KttU > 
77x-X;Wj*MH,!» (7024aV7024bV70 
2 4 eft if) £frLT^7-y hfcflfiOjflH.Hfiiflfc*^* 

■So 

[0 0 6 6] ftfe, uCT- ttiflH,i«l7 0 2-ld^frLT 

[oo6 7] me mimm o o i rt»«Gi2Sjfflpg,n?7 

0 2 1 ^Ctt/^-y KtW-rafiiR (777^7 

[oo6 8] *%m\mmm£t%-7\'-Lv-'7T* 

(4, 777-f 7*-y F7-7'J!?tfi«tw(4^7-y hO'tHc 
feV^Cffi&SftT^S I P7FUX£)|oVT&$)£ft 
3 0 CCT, 1TC© (7n-/^W I P7FbXO^ 
% I t&tot*><Dtt%o Sfc iJSU^cI P7FUX^ 
s X'h K) Wfc I P 7 F d T'feS cfc 9 ft^7 <y F * 
(s, d) fc^-ftiOii-rSo *7c, ifljf,f^i l v i©7 7 
7 f 7* *y F 7- 7 %\ imtlc MM) J tlT V ^5 1"<T © 

777-r 7*3— Ft4 * n ^ nwikoi— y (c w-r « t. « 

fcU *St5ili»3.— tWfffrS I P7FbX<DMf? 
[0 0 6 9] y^71^-A7-7T(4, \-.jtf%&(D3.— tf 

tw-rsmoT^x-r ^3- F(4, ^(c/^-rjstcfcs 

IfVAT^?tl5/"77 H'SoT, AoHZ^f^ 
7^-y h7-7'i<fffS^{ixfc}llf,'^^ (7-F) (c 
«fc o TSl'f, f S nfc/^7 -y F (c W LT7 7 -b X1" &mi%. 
«o„ -Tftt)^, 

A = { ( s , d ) G [ (0 x I ) U ( I x 0) ] |s* 
d} 

^©3-+f-(ctai-r^7 77^ 73- F(4, 

^'ii)t»7 KUXfct54^ft^7 b(C)T-tLT77irX 

[0 0 7 0] > '1^3-^(c],r;t-?,nM0777^7"3- 
K3yft*jfifif,{34!!'{ (7-F) (c^^tlTl^tt, i 
#|| (l^i^n) ©777^73- F(4, iUfYC 

(1) (C (i) ca) (c^-T5/^7-y bttZ-v-fJ-v 
— LT Mi'l'.-T 5 C t ^&7 7 7 ■< 7* -y F 7 - 7 'Jtf f 
(cWLTr'to^>RLT*3<„ oSD, ''1,^3— tfjclJUL 
T, 777^7* -y F 7-7 'J^ff f^ii(4, c (1) Uc 

(2) U Uc (n) aSflllliftCDiBMiTrfc 

5^7>y h (s, d) (Ccfc^T^i/j^nStOT-SO, 
COi^ft^-yh* r777Y7^7-ybj fcnf^C 
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[0 0 71] Ml Hi, Ml 0iwKLfcfc)*)t7-7/l> 
r;dt8i*il5 7 0 2 2fC,ld1fiSftT^3fci25fcx- , 7;l'© -01 
%/j<-T « M T* » § o I : Al© 7 A 7 - * fc'JJ JMT § 

[0 0 7 2] Ml 1 K/jVr«fc3K:* fcu*Vi;7-7';Wi, 
7^7" (Typo) ffoKTVUX (Destination ) tx&A 
;c7FUX (Source) tfiiM; (Send to ) <DftSfi\ \% 
^A/Tl^So 7^7V)ij1l1!i, f-7/W)x> FD-cD 10 
7^7 P £^-ffc©7£>'7 r777^7" (Active) J 
&&W4 rijfifS (Regular ) J Olv^ftfrOflfffcfcSo 
>ii/t7 KUX*5<fct>'jMbc7 FUXcDJill Hi. 
co/^-y FWiiftI P7KU>U3<l:tf3j£ii/cI P7KU 

WcT YUXtmibcT F UX^il&fHttf >y 7 Lfe 
/S7-y FfciaLT, jiji]-f^f 7f x-f yp-HOJtS'J 
Mftt*Sl"{i*siX«:©M{,fiSS'tO I P7FUX££frf 

[0 0 7 3] 7^7°©{|(W r777-f7*J T'^xyf 20 
U-{±, W^O/^-y h(cji/i]1-^7^7-f 7*3- K* 
¥f?AZ ? & t ©T* & "3 , * ©fo}X ft©X/} | ] (C (i 7 7 7 Y 7" 

mft J T-SSxyhu-li, ^oAyy h ©teas Jte 
<Djflfi{,^!^o7 F UX%*R/i£"T« 0 , x-©fc)£ 

jtojru mmmKcomiiViino) i p 7 f ux*vwpti 

[0 0 7 4] Ml l tC/j'<-rfe]X;t7-7Vl/C0^J(Cfe^ 
T, mi Ol> MJ-t?fc}\ T777^7'J T 

£> 0 , >U'/t7 F U-X/j* r ] . 2. 3. 4 J T*&»5, iXU 30 
;c7Fl/X^ TAny ({nJT'txfcVO J T'&D, tij&'/i 
W r777^r7'3-KAj fcftoT^S, Cft(i, M\ 
jcT FUX#Vfr&&7 FUXT'fcoTfc, Miyt7 FU 
X// ri. 2. 3. 4J {Cx'-yf-r§J4, 1 ^{C(±, 
5^7-y F£FU#-hLT777^7*-y V r J-9% 
\ \$8mi£8h S ti, 7 7 7 -T 7 3 - K A tf'Jtf f £ ft § c 
fc^^LT^S,, S2»iyh'J-m 7^f 

7Yj* T7 7 7 Y 7* J 7$> 0 , &ft7 F l/X// r 1 0 . 5 
0. 0. Oj T'feD, X£lbi7 FIT*** (11. 12. 
13. 1 4J T'feO, fcjXJfc*'" r7 77^7'3-KBj 40 
tftoT^S. CtlB, '^)t7KbX^}Xj,=;;c7KUX 
©tffl/i ^-ti/f ft Lid©^ V>y 7 L /c^itfc 14, 
■f 3^7-y F* h l Jf-tLT7yfi'7'^7 F 7-7 
'JUt /Wi^f j£ 7 77 7*3— F B tf'itf rSftS 
Cfc^^UTl^So ^3 coxy F>J-7ii, 7 

TV/ T7 77Y7"J T'feO, 5iiit7 FbXtf TAny 

a»JT*t«fcV^) J T£«7 j^f,57i:7FUX^ ri 5 7. 
2. 3. OJ fci&fctf r7 77^7'3-FCj 

t§ot^ c Ctl«, 'y'|f)t7FUX^V^j^?)7FU 
XT^otfe, ^,l7i:7 FUX/j* T l 5 7. 2. 3. 50 
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0J tC-V-y^-rS^tCtiM^-r^^T'-y F^F'Jyj- 
i:LT777^7**-y Fy-7^r^tw^fl?n, 7 
77f 7"3-KC*^rSnSilfc*^LTV^o 

[0075] mi nc/jvr ^st, fcj&jtr-T* 

Mc&^Xte. r777-T7*J t'$5xyh'J 

-©(i?tf, 7^77}* ["Mfitj T'^SiyhU-iH 
!:{C/f/hLTV^„ •?■ LT, 7^7°** r777^7*J 7 
<fcSxyFU-©ii9fr\ 7^7°^ rinQ'?i? J T*$5i> 

t4, Mf.HSsi'Nsmufc^^^ ho*tc«uTj«ii]* 

[00 7 6] W l:,WiP]L/*:jflSf,?afi!«0«ll«**fc»&So 
Ml 0(C /J ';L/c^777x-Xi'f[Hi, M{,?*«fttfcatt h 

fr5. Sfc, fc3^ytx-7*;l/,!iItS;flUi > /^7-y FwiXj,! 
;c7 KUXS fctt}ilJt7 FUXS/£{i^tlP.|.i.j//<D7 F 
UXf)/^7— ,^/^7->t)r.ti,c;-r?>7 p n7"7i\ 
(777^-7*3- F) OtiH«**V^4IS/<^->tcWte 

;l/*,ld1fi'r*. Sfc, 777^-7^ -y h7-7'Jl«?r«US 
14, iiu,!Lj7°D77A^^J6 I !Lj'taLTl^il fctlc, C CD 
7°n77A^'7fr-r§„ Sfe, IsiSfflil^ti, Mf,i*ft*^ 
P> fijfl L feSf. 7 ^7 -y F ^ijfj.ld-l' > 7 7 x - X |f|5^ P, ^ 
jnfcKt, M i^'S1,j^7-y FO^f, : i ^7FUXS/cf4 

w^c7 f \stt%^Tm\±&'&7--y)\<*m\ u, 

iVj,!dfc^tx-77b^^i,?^3f,7^7>y F»7 KUXO^ 
7-ytCir.tet-^$z;^)t7 F UX©tif»^ffi«*tlTV 
fe^rYlcli^^.iv^-y F*i!Tr'Ai£coli3J/ t i:7 FUXfc 
In] It T £ 1 1 i 1" * «fc 5 "1 ^fcJX/t 7 FbXtc WiS L 7c -T 
> 7 7 x - Xi'flUc ffi-T i: t K , flfl,k]tei2S3tr- 7*;l/tc 
M 1,ISS1,i^7->y F«7 FbXW/^7-7tc):.te1-§yn 

7 =7 L.oy\n nmm sti-c^ fctuftic it mdr 77^7 

* -y F y- 7'i;t j^tiifflUc fcV >T l 1l7"a 77 A^fj 
$ * 5 i: t I ,?« T 3 p 7" 7 A tc " 1 ,i£§H : ;/^y h« 

to 

[0 0 7 7] mc. &'MtfcBtmcl3tf57t7 7--<7^-- 
K<0-fe*a U7i'ti:ra-r?. ; &7'^tco^T,PJ]'r?.„ C 
w-tr+a Ux-rwtxVWi, MoT^f-f 7*3- F 
7\ 777^-7*3- FW/rr{j^{C|5y^5^7--y KO*»C 

fc46l7 LtfJt^a'JfY^tf/Ht 4il»]Jtt©^>7 
7XF7 77-vfDrr7h^iiu^ii UT, ZtlZWU? Z C 

[0 0 7 8] Ml 2 14, l:,!dO-b*a 'Jf-f "tf;^f 

2fcfev^T, Kf'i7 0 5 l lia— 9 s A«a— tfjg^ 
ifu 7 0 6 1 l4ilgiliE'io (Certification Aulhorily ) 35 
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£ft3&»T£oTt)&t , >U $>£W£ I S P (Intern 
el Service Provider, 4 y*—*v FJMfc^-tTXttHJ!; 

fc\ W 1 2 t/HtfM-ptt, :x— mhM^'ftl 0 5 1 CD 1 
P7K1/X!i n. 2. 3. 4J T'&5 0 W FTli, 3 
-*fAt>\ 7^fO"3- KA*Mf,i«i«7 0 0 1 left 

T, a-fAB7^ r -f 7*3- K A CD|j^&7i"c?S>oT t, 

0 o i K.mkt^i><ox^&\\ 

[0 0 7 9] $1* (1) "F,jVr«fc3lc* a—tfAOn— 
^ilwA^ifU 0 5 1 li. M]*ltf£ffl*Jij^T&t<D^7'r& 
♦3^^IJH»fctt«f«fc* / kl«'rS 0 ^LT (2) Tvj<lT 
£•5^ a— VtSMI&m 0 5 1 It l:T?'fe^Snrc4i 
tffl»*ffifiEW35i«7 0 6 l teffitt-TSo iioti ASM 
M3$S?7 0 6 Hi, 3-+f*SiA3£i. ¥ t7 0 5 1 OIP7K 
U^^n'iE-TSo c©«&tfil-:L<trfcfrttSi:, 4il»J 
H^OtOi:, a— 9*A*J*»iJ , rS/'ci6<Dtfl«i:, a- 
1f SA^i 7 0 5 1 © 1 P7KUX Tl . 2. 3. 4 J 20 
tfafiLEM3$i!?7 0 6 1 fcAJIBSftSo 

[0 0 8 0] (3) Tvjl$-«fc5fc:, a— ifiKiA^iri 
7 0 5 lit l-.T'l-^^nfc^Sl^lliV^TT^-T-^^ 
n-KAtcvli j'^-^-r^iLU'^rOo ■?• FT (4) -eV< 
f Jc^fc, a— 9 , «54£»S'I7 0 5 Hi, ttffian?? 1 }*.* 

nrzTty-j-f^-Y k*m;mm o o 1 tttw-rs 
[oo8i] cn^&frmimm o o 1 1±, (5) 

■CO.? Zoic* 7 7 t 4 7 3 - F A CD r o 7c a- 

+7 A cD'i'll j'-,!iEiy] > , , t *,ig,Mi.^!.n 7 0 6 1 i^«}75 0 30 
CcDvli r,iiEHJj, ! Hc(i, a— 9 , A*«B'J'r*tiH«i:, 

1 P7KUX r 1 . 2. 3. 4 J t, 1:CD (2) {C*5V^ 

( 6 ) «fc ^ fc, M{,i'^!i v i 7 0 0 Hi, k,!d<DVii /• 
MiiJ], 1 f^b^D(l!L/cJ---*7AcD / ANJ9ii^ll]V^T, k<D 
( 4 ) f;:feV^T«W*nfc7 -r 73- F A cDYli j'-^- 

^.sftitts. ^ft, cn^ii-:b<^ l iiE?nfctuf>fc 

It, Mi'mm 0 0 1 fcfc, 7^f^73-KA*7*f 
7c, CtllCJ&CT, fe)7;t7— 77KC^'iii^xy h U- 40 

[0 0 8 2] CCD (1) feiU 1 ' (2) OfflWt/ 

t)tlT -M.3— *f ACD^mitfMM.hWil 0 6 1 E« 
MZti^t, 3-—*?$&M*Ji\n7 0 5 1 \t*<owmztt 
*K-T § JIJ t''t7^T-f7 ; 6> ; a-^t''< "3T 

kiCSl,i^i y i7 0 0 1 tffiW-rscfcfeMjfiE^feSo 

[0 0 8 3] M{,|&ifl7 0 0 1 li««&|5 (l*FF 

"iKa.— »f ©iB*»-p'^ r-Wisnft tw^a* 

•SHfU <l i^a-^£DvlijSiiEHJ], , ^AgMW^i. v i7j^'2{,? 50 
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u subfevfi r-AEiiii 1 ft^*ns M iS3.— w^wm 

7 F UX<D^7-7i: "il7a ^5AOW«i:*iVJAI*G 
}£7c7— 7;Wc <j« u c cD&,!iEtf A)& Ltz^ic « 
,^7°a^^^»t l , iffi«iKi,idfciM^x-7*;l/^cD<mii^ 

[0 0 8 4] fcfe, l:T^l!l]b7cM]f I i^i.W)777^ 
73- F©««© TW< fx/jtc^lffg-T Sfci&fc 8, 
2j&WIJfilfc&3 0 SDio^fctT, a— 
f,?«l« (7-F) tc77x^7'3-F^«MTti£fli^ 

- F) fc777^ 73- K*«S*-rntf <fci/^tf fefrS 
7ci6<D7V U7 F Utf-fcT XjWS{J$£ftTVS„ sB2<D 
nuflli: LTv ifljf,?Si« (7-F) ti, HWO&AEMOfc 
JJiWfc t77^ y-PHtfJ *\ ftiKDASMM 

■So 

[0 0 8 5] ^K, X'ffiOMtiWc&fDMWfc^^TM 
lyj-TSo $>5Mf,mii ¥ i: (7-F) tfeV^T, n«©7* 

fcjflfll (1 ^ j ^n) cD77x^73-F77, Zti* 

n^rvc (i) (c (i) ca) tmfvc (j) (c 

(j) ca) ictetZ'^v htW-TSfeO-p*Si:ii£ 

asnr^sfctf, ilifr (c (i) nc (j) ) 

frT*l±*^«t5* i 7Jctr>"j ©»l*fV« (fl!L i * j ) 

IS I |cD7^x-i'7*3-F^t j fill 1077x^73- F 

C CDi -5 ft/f'/Rli, ^« 2 i!Tj 0 £D->f- 'J ^tDVTtlA^C 

[0 0 8 6] ifil «>r'/n-OfS?l10">-f' J*14, t\*rv V 
(s, d) tcliUUT, 

(s£0 (k) AdGO (1) ) A (k^ 1) 
T'35§7c46tc N 

(s, d) G C (i) He (j) 
i:£3Jttf?CIW-rst»©"T?fc5 0 i'it, 0 (k) fccfca' 
0 (1) tt, f^iftia- «fkfe<fctf 1 ti-aT/fr-fi* 
tl5 I P7 FUXcDSIifrT&Sc, oS0> fe5^7h 
|K| Lt, mi bt0)=L— Sf j|]cD 77x1-73- Fi: Vii5t 
033— 9-"/|]W77r-< 73- KfcWtfi/jfc^.iiiiirtfctt 

(s, d) mu\Lrc^xh^, £<D&om}?tic 

[0 0 8 7] ojf), fc37^7-7;l/^t^$4lTl^ 
i7f,;;i:7 FUXO^^-fli^^nT^T^ii'/i: 
7 KUXtfMT'fc.kV^Sft'tVSjn 1 »x> h U- 
il, »Jt7 HUX«*^fl1ii£5nTU'«Ti2S{,l/c7 FlxX 

t <fc i ^ ^ nr i ^5 jr 2 ox > h u - ii n 
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<Dx.y F V — £<D\ii/ilc-?*y-?-Lfcttlc{is 2B 1 ox 
y F u-cfc u fcSB 2 oi> F 'J-*«5fcS-ST, "isas 
2 cdx y F U — 7 - y ic ttfo? % 7°n LJ£&M\ 

[0 0 8 8] CtDXolC^ mi,bt(D=L~^fCD7^T^y 
3- F<fc D fcftJteoa— 77>7 77-r 73- Ffctf iteS 
■tfSCfctt, 777^7"* -y F7-7©$ftg£j|j^TD 
Do S CMlDo S, Distributed Denial of Servic 

e ) ^^K^-rs^^-XA^^-r^^-^tcwtc.-R io 

■^"ii^^o -5 (;:?-£<: tfcioT, ifejfe©:x— *f 
o S 0 tt A U-fi 4: 4 K> \ \\% -fi © 7 7 r 7" a - K tf , # 
tf-fl fc £ 5 > 'Jfitif'fetf 5 &©©777i' 7"3 — Fck 0 & 

[0 0 8 9] 35 2 <DXtf\<DWm<Di/i- V tit, &£^7 

vh (s, d) fcifflLTanj$ns^*2owi:or^ 

7 7" 3 - H tf M -©a-+ftc «fc o T «a $ tiT V > 5 4 l 
7 7 x * 7* 3- K © 3 % <Dbk t> i'i < tifc ©tf , 

L^7^7-j7"^-Y%miL£7tt%miais frL 
1^7 7 7 Y 7" 3- F £4 f tote 1 £ fcfcfc: Iviju lc ,'fv >7 7 
r w 7*3- F £ i'jiJI^-T §ct tf tiUiE $ ti 5 tf T& 5 - 
[0 0 9 0]S!lc. cnSTicMi^fcJ: 5 4777^-7" 
* -y F 7- 7 o 7 - F t LtSfitt £ Mi 8$ m v i© 7 7 7 
W>f->3 ><DffllC1\,*-cm]??> 0 Ml3ti, L 
inuxhojava (ffiMiffitR) fttfUviyy (J v 
M) £Jf]^T777f F WlWi ^iEEK,^ 

[0 0 9 1] Ml 3 ld\tW\T°te* '.'/if]© I PX7-y 7 
fcfflffl (process ) © -\%t LTI/^. cnt 

U 'Jiii/i^ (777-r 7"*-y F7-7*i rfStiD tf£ 
C ©feiXitf— 7";Wcxy F U -©iO/jii-^i'jiJI^i jx. 5 
cfc^fCLTI/^,, £/7 cltl(Cfl-l/\ #— (kerne 
1) rtoi PX7-y7(;M<!£Ji£&3fcfc, *-*;Wcfc 
r-f >^*>f"ffiffeftLTl^o LT, fWT/< 
7-y F©3tf-tf7-7'J y*ffltf>fr5fl="J«Stt, ■?•© 
^7-y Ftf777"7D 1 i b p c a p^MiLTJ a v a 40 

[0 0 9 2] ffif'l!© -fflSi: LTto^Lfc'. 1 //!]© I PX7 
•y7ti, 777^*7^7 -y F, 0 fc]Xit7-7;H: 
■pO»rrii£Oii£iftH:vy^-rs 1 P7FLX (iUJt 1 P7 

fux, moci p 7 f ux, a&s^ii*n^o«i*fr 

Hi) ^]-T5/^7-y F(±, '^trS±ilhT«*ti577 
xY7'3-Fic*]LTfe f £tl3o 777^-7^7 
•y FW^ojjfi^w/^'iry Hi, *;Wc:fcW-3 1 PX 
7 -y 7 |nJ«©/jfi;-T^T^jiSi i^K^lnl^Tcl^ 
Wf*>tlS 0 777^77^7^ h7ferDfS', ! ;?^7'y F T* 50 
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t±, 7777'; 1 i b n e t Sjfi&LTj&HiSftSo ^ 
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//Arriving at a new node u 

1. explored «- false 

2. do 

3. p «— capturePacketByDest (victim' s IP) 

4. if p. src=attSrc then 

5. discard (p) 

6. if [explored 

7 for each veAdjacent[u] 

8. if ! (v^ predecessor [u]) then 

9. dispatch a replicate of probe to v 

10. else releasePacket(p) 

11. while Cp^NlL) and (! I d leT imeOut) 

12. self-destruct 



//Arriving at a new node u 

1. explored «— false 

2. do 

3. p «— capturePacketAssociatedWith (victim' s IP) 

4. if (p. src=attSrc) or 

( (p. src=v i ct i m T s IP) and (p. dest=attSrc' s broadcast) ) 
then 

5. d i scard (p) 

6. if lexplored 

7. for each ve Adjacent [u] 

8. if ! (vepredecessor [u]) then 

9. dispatch a replicate of probe to v 

10. else re I easePacket (p) 

11. while (p^NIL) and (! I dleTimeOut) 

12. sel f-destruct 
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